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A Provably-Secure Cross-Domain Handshake
Scheme with Symptoms-Matching for Mobile

Healthcare Social Network
Debiao He, Neeraj Kumar, Huaqun Wang, Lina Wang, Kim-Kwang Raymond Choo, Alexey Vinel

Abstract—With rapid developments of sensor, wireless and mobile communication technologies, Mobile Healthcare Social Networks
(MHSNs) have emerged as a popular means of communication in healthcare services. Within MHSNs, patients can use their mobile
devices to securely share their experiences, broaden their understanding of the illness or symptoms, form a supportive network, and
transmit information (e.g. state of health and new symptoms) between users and other stake holders (e.g. medical center). Despite the
benefits afforded by MHSNs, there are underlying security and privacy issues (e.g. due to the transmission of messages via a wireless
channel). The handshake scheme is an important cryptographic mechanism, which can provide secure communication in MHSNs (e.g.
anonymity and mutual authentication between users, such as patients). In this paper, we present a new framework for the handshake
scheme in MHSNs, which is based on hierarchical identity-based cryptography. We then construct an efficient Cross-Domain
HandShake (CDHS) scheme that allows symptoms-matching within MHSNs. For example, using the proposed CDHS scheme, two
patients registered with different healthcare centers can achieve mutual authentication and generate a session key for future secure
communications. We then prove the security of the scheme, and a comparative summary demonstrates that the proposed CDHS
scheme requires fewer computation and lower communication costs. We also implement the proposed CDHS scheme and three
related schemes in a proof of concept Android app to demonstrate utility of the scheme. Findings from the evaluations demonstrate
that the proposed CDHS scheme achieves a reduction of 18.14% and 5.41% in computation cost and communication cost, in
comparison to three other related handshake schemes.

Index Terms—Mobile healthcare social networks, cross-domain handshake, secure handshake, authentication, elliptic curve, security.
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1 INTRODUCTION

A Ccording to Moody’s Investor Service, the world is
facing a ageing challenge where more than 20% of the

world’s population are over 65, partly due to a longer life
span but declining birth rate. For example, it is predicted
that 13 countries will be ”super-aged” by 2020 and 34
countries by 2034 [1]. An aging demographic will be a test
for existing healthcare systems and may place a strain on the
healthcare industry, if technologies do not keep pace with
the changing requirements. Wireless Body Area Networks
(WBANs), for example, can play an active role in supporting
and complementing existing healthcare system.

• D. He is with the State Key Lab of Software Engineering, Computer
School, Wuhan University, Wuhan, China and the State Key Laboratory
of Cryptology, Beijing, China
E-mail: hedebiao@163.com

• N. Kumar is with the Department of Computer Science and Engineering,
Thapar University, Patiala, India
E-mail: neeraj.kumar@thapr.edu

• H. Wang is the corresponding author. He is with the School of Information
Engineering, Dalian Ocean University, China
E-mail: wanghuaqun@aliyun.com

• L. Wang is with the Computer School, Wuhan University, Wuhan, China
E-mail: lnawang@163.com

• K.K.-R. Choo is with the Department of Information Systems and Cyber
Security, University of Texas at San Antonio, USA; School of Information
Technology & Mathematical Sciences, University of South Australia, Aus-
tralia; and School of Computer Science, China University of Geosciences,
Wuhan, China
E-mail: raymond.choo@fulbrightmail.org

• A. Vinel is with Halmstad University, Sweden
E-mail: alexey.vinel@hh.se

WBAN is a relatively new network paradigm designed
to provide users with a remote and periodical healthcare
monitor in healthcare system. In WBANs, each patient in
the system wears one or more wireless body sensor nodes
(BSNs). These sensor nodes monitor and collect personal
information (PHI) such as blood pressure, heartbeat, and
temperature, regardless of the patient’s location and condi-
tion (e.g. lying in bed or taking a stroll). Collected PHI will
be sent to a smart mobile device, such as a smart phone, via
bluetooth, cognitive radio or other communication channel
(e.g. WiFi). The mobile smart device will then transmit
the PHI to a remote healthcare center via a 3G/4G or
WiFi network. This allows the medical practitioner (e.g.
medical doctor and specialist) to monitor and understand
the patient’s health condition, and respond to any life-
threatening situation in real-time (e.g dispatching medical
workers to the patient in the event of a potential heart attack
or a stroke); thus, providing better quality healthcare for
patients. A typical healthcare-monitoring scenario is shown
in Fig.1.

In the healthcare system, the patients could obtain pro-
fessional health-related advice from medical practitioners,
based on the analysis of patients’ PHI. Patients having
the same symptoms may want to establish a support net-
work, share experiences, and broaden their understanding
of illness, in addition to sending new information about
their condition to a medical center in real-time using their
mobile devices. This can be implemented using a Mobile
Social Network (MSN), which is also known as the Mobile
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Fig. 1. A typical health-monitoring scenario

Healthcare Social Network (MHSN) [2]. As shown in Fig.2, a
typical MHSN implementation includes a trusted authority
and patients registered with this trusted authority, where
PA = {PA1, PA2, · · ·PAn} denote registered patients.

However, the wireless communication channel can be
compromised by an adversary by intercepting, modifying,
replaying, inserting, and delaying messages transmitted in
the systems [3]. Security of MHSNs is critical, as fatalities
and other life-threatening consequences can result from
misdiagnosis due to such attacks.
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Fig. 2. A typical MHSN implementation

The handshake scheme can be used to authenticate a
registered patient and preserve the patient’s privacy. More
specifically, after the successful execution of a handshake
scheme, two patients can be assured of each other’s identity
and generate a session key to ensure the security of their
future communication. A number of handshake schemes
have been proposed in recent years (see [4-21]), includ-
ing handshake schemes providing symptoms-matching (see
[22]).

1.1 Motivations and contributions
Existing handshake schemes suffer from a number of limi-
tations, such as

1) Cross-domain communications are not supported.
In other words, patients registered in differen-
t health-care centres will not be able to execute

the handshake and establish secure communication
channel.

2) Performance of existing handshake schemes is not
suitable for mobile device deployment, due to the
requirement for computationally expensive opera-
tions such as bilinear pairings and map-to-point
hash.

3) Only preliminary security analysis is presented for
most of the existing schemes, and a number of the
schemes were subsequently found to be flawed.

4) Most schemes do not support functions important
to a real-life user, such as symptoms-matching func-
tion, patient anonymity, perfect forward secrecy and
perfect backward secrecy.

It is, therefore, unsurprising that constructing a secure
and feature-reach handshake scheme remains a topic of
research interest. To address above problems existing in
previous schemes, in this paper, we propose an efficient
Cross-Domain Handshake (CDHS) scheme with symptoms-
matching for MHSNs based on elliptic curve cryptography
(ECC). We consider our contributions to be three-fold:

• We present a new handshake framework for MHSNs,
which comprises three levels. The top level is the
trusted authority, who is tasked with generating pri-
vate keys for participating healthcare centres using
the Schnorr signature scheme. The second level is the
registered healthcare centres responsible for generat-
ing their patients’ private keys using the Schnorr sig-
nature scheme. The third level is the patients in the
system, who can execute cross-domain handshake
with symptoms-matching.

• We then construct an efficient ECC-based CDHS
scheme, which allows two users registered in differ-
ent healthcare centres to execute the cross-domain
handshake with symptoms-matching.

• We then prove the security of the proposed CDHS
scheme, and demonstrate the utility of the scheme
based on a practical implementation on mobile de-
vices using a proof of concept Android app.

1.2 Organization
The rest of the paper is organized as follows. In Section 2, we
briefly review existing handshake schemes. In Section 3, we
present the necessary background materials. In Sections 4, 5
and 6, we describe the proposed CDHS scheme, present its
security proof, and evaluate its performance, respectively.
Finally, we conclude the paper in Section 7.

2 RELATED WORK

The concept of secret handshake is fist proposed by Balfanz
et al. [4], who also designed a handshake scheme using
bilinear pairings [5]. Vergnaud [6] then constructed a more
efficient RSA-based handshake scheme, but Jarecki et al. [7]
subsequently pointed out that the scheme is not able to
support affiliation-hiding. Xu and Yuang [8] proposed the
first handshake scheme whose security proof does not rely
on the random oracle model.

Huang and Cao [9] also presented a handshake scheme,
which supports both affiliation-hiding and unlinkability.
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However, Su [10] revealed that an adversary is able to
execute the secret handshake with a registered user; thus,
breaking the security of the Huang-Cao scheme. Youn and
Park [11] also found that Huang and Cao’s scheme does
not provide affiliation-hiding or authenticated authenticated
key exchange, as claimed. However, neither Su [10] nor
Youn and Park [11] proposed an improved scheme to ad-
dress the identified vulnerabilities. In 2011, Gu and Xue
[12] proposed an improved handshake scheme but it was
subsequently found to be vulnerable to the key-compromise
impersonation attack and does not support forward secrecy,
as claimed [13].

Wen et al. [14] presented a generic approach, designed
to transmit an identity-based message recovery signature
scheme to a handshake scheme. They also proposed two
handshake schemes using their approach. A year later
in 2013, Wen and Gong [15] proposed a new handshake
scheme for better performance. Recently in 2015, Xiong
et al. [16] designed a leakage-free identity-based signature
scheme and used it to construct a handshake scheme. How-
ever, none of these discussed handshake schemes [14-16]
provide patient anonymity.

In the aftermath of the revelations by Edward Snowden
that the U.S. Government has been conducting wide-scale
government surveillance, privacy preserving or protection
has attracted the attention of researchers and practitioners
[17-20], including in a healthcare setting. For example, how
do we design security schemes for MHSNs that are secure
and efficient without compromising user anonymity? Li et
al. [21] presented an anonymous authentication scheme for
social network using zero-knowledge proof. Due to the com-
putational costs required in the zero-knowledge proof, their
scheme is not suitable for MHSNs deployment. To allow
two patients to authenticate and establish a secure channel
between them, Lu et al. [22] proposed a provably-secure
handshake scheme with symptoms-matching for MHSNs,
based on bilinear pairings. Wen et al. [23] also proposed a
dynamic matching handshake scheme without the use of
random oracles. However, performance for both schemes is
not satisfactory due to the need to execute computationally
expensive bilinear pairings and hash-to-point operations.

As previously discussed, existing handshake schemes
do not provide cross-domain communication, which limits
their real-world deployability.

3 BACKGROUND

Let p be a large prime number. An elliptic curve E(Fp) over
the finite field Fp is defined by the equation: y2 = x3+a·x+b
mod p, where a, b ∈ Fp and ∆ = 4a3 + 27b2 6= 0 mod p.
The special point O called the infinite point, and all points
on E(Fp) form an additive group G.

Given two points P and Q in G, the point addition
operation P + Q is defined as follows: Let L be the line
connecting P,Q. Let R̂ denote the third intersection point of
L and E(Fp). Let L′ be the line connecting R̂,O, and R be
the third intersection point of L′ and E(Fp). R is defined as
the result of the point addition operation P + Q. Suppose
the order of the group G is a large prime number q, and P is
a generator. Given a number x ∈ Zq , the scale multiplication
of the group O is defined as: x ·P = P +P + · · ·+Px times.

There is currently no known polynomial algorithm to
solve the following mathematical problems, which will be
used in the security analysis of our proposed CDHS scheme
with symptoms-matching for MHSNs.

• Discrete Logarithm (DL) Problem: Given an element
X ∈ G, the goal of the DL problem is to compute
x ∈ Z∗q such that X = x · P .

• Computational Diffie-Hellman (CDH) Problem:
Given two elements x · P, y · P ∈ G, the goal of the
CDH problem is to compute (x · y) ·P , where x and
y are two unknown elements in Z∗q .

• Inversion Computational Diffie-Hellman (ICDH)
Problem: Given two elements x · P, y · P ∈ G, the
goal of the ICDH problem is to compute (x−1 · y) ·P
, where x and y are two unknown elements in Z∗q .

3.1 Proposed network frame
To implement the cross-domain communication, we pro-
pose a new network frame of the CDHS scheme for MHSNs,
As shown in Fig. 3, there are three types of participants in
a CDHS scheme, namely: trusted authority (TA), healthcare
centers (HC1, HC2, · · · ) and patients (PA1,1, PA1,2, · · · ).

TA
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Fig. 3. The proposed network frame

• TA: A trusted third party responsible for generating
the master key and the parameters of the system.
It is also responsible for generating private keys of
healthcare centers.

• HCi: A healthcare center which obtains its private
key from TA and uses it to generate the private
keys of patients according to their identities and
symptoms.

• PAi,j : A patient with a mobile device, who obtains
the private key from HCi and uses the private key
to prove its identity to another patient PAi+1,j+1.

The workflow of the proposed network frame is de-
scribed as follows:

1). The healthcare management department plays the
role of TA, which executes the setup algorithm to produce
the master private key and the system parameters.

2). The hospital plays the role of the healthcare center
HCi, which registers with TA and obtains its private key.
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3). The patient PAi,j registers with HCi and receives
the appropriate medical treatment. Based on the patient’s
identity and symptoms, HCi produces the patient’s private
key.

4). Two patients PAi,j and PAi+1,j+1, registered with
HCi and HCi+1 respectively, use their private keys to
establish a handshake and consequently a secure channel.

3.2 Security and function requirements
A handshake scheme for MHSNs should satisfy the follow-
ing requirements [21-23].

Mutual authentication: To ensure the eligibility of pa-
tients in the healthcare system, the handshake scheme for
MHSNs should provide mutual authentication between two
patients executing a handshake.

Patient anonymity: To protect a patient’s privacy, the
handshake scheme for MHSNs should ensure patient
anonymity (i.e. an adversary is not able to obtain a user’s
real identity from the intercepted messages).

Patient traceability: The healthcare center is able to
extract the patient’s real identity by analyzing relevant mes-
sages when necessary. For example, the healthcare center
may need to investigate false allegations by a registered
patient.

Session key agreement: To ensure the security of fu-
ture messages between two registered users (e.g. between
two registered patients in different healthcare centers), the
handshake scheme for MHSNs needs to establish a secure
session key.

Perfect forward secrecy: To ensure the security of mes-
sages previously sent, the handshake scheme for MHSNs
needs to provide the perfect forward secrecy. In other words,
an adversary is not able to obtain a previous session key
between two users, even if the adversary compromises the
private keys of both users.

Cross-domain communication: To ensure that patients
registered in different healthcare centers can communicate
with each other, the handshake scheme for MHSNs needs to
provide cross-domain communication.

Symptoms-matching function: To ensure that patient
can obtain useful information from patients having the same
symptoms, the handshake scheme for MHSNs needs to
support the symptoms-matching function. In other words,
only two registered patients with the same symptoms can
authenticate each other and generate a session key for secure
communications.

Resistance of various attacks: To withstand various at-
tacks prevalent in the mobile service system, the handshake
scheme for MHSNs needs to provide resistance of various
attacks. In other words, the protocol needs to withstand
common attacks such as impersonation attack, modification
attack, replay attack, and stolen verifier table attack.

4 THE PROPOSED CDHS SCHEME

In this section, we present our CDHS scheme with
symptoms-matching. Our proposed CDHS scheme is com-
posed of four phases, namely: the system setup phase, the
healthcare center join phase, the patient join phase, and
the patient handshake phase. The notations used in our
proposed CDHS scheme are defined as follows.

• T : the set of symptoms, where T = {T1, T2, · · · } and
Ti denotes ith symptom, such as diabetes, cold, and
hypertension;

• TA: the trusted authority;
• HCi: the ith healthcare center;
• PAi,j : the jth patient of ith healthcare center;
• pidHCi

: the pseudo identity of HCi;
• pidPAi,j

: the pseudo identity of PAi,j ;
• ωHCi

: the private key of HCi;
• ωPAi,j

: the private key of PAi,j ;
• p, q: two large prime numbers;
• Fp: the finite prime field determined by p;
• E(Fp): an elliptic curve over the finite field Fp de-

fined by the equation y2 = x3 + a · x+ b mod p;
• G: an additive group formed by all points on E(Fp)

and the infinite point O ;
• P : a generator of G with the prime order q;
• ω : the master private key;
• Ppub : the public key of TA, where Ppub = ω · P ;
• hi(·): four secure one-way hash functions, where hi :
{0, 1}∗ → Z∗q and i = 1, 2, 3, 4;

• ⊕ : the bit-wise exclusive-or(XOR) operation;

4.1 System setup phase

In this phase, TA generates the system master key and the
system parameters by executing the following processes.

1). TA chooses two large prime numbers p, q, an elliptic
curve E(Fp) defined on Fp, and a generator P with the
order q .

2). TA randomly picks an element ω ∈ Z∗q as the master
private key and computes the corresponding public key
Ppub = ω · P .

3). TA chooses four secure hash functions hi : {0, 1}∗ →
Z∗q and i = 1, 2, 3, 4.

4). TA publishes {p, q, E(Fp), P, Ppub, h1, h2, h3, h4}
and saves ω secretly.

4.2 Healthcare center join phase

When HCi wishes to join the system as the ith healthcare
center, it has to first register with TA. As shown in Fig. 4,
the following steps will be executed by HCi and TA.

1).HCi randomly picks its identity IDHCi , which is then
sent to TA.

2). TA randomly picks an element ξ ∈ Z∗q and generates
HCi ’s pseudo identity pidHCi

= Eω(IDHCi
⊕ξHCi

, ξHCi
).

Then, HCi randomly picks an element rHCi
∈ Z∗q and

computes RHCi
= rHCi

· P , αHCi
= h1(pidHCi

, RHCi
),

and ωHCi
= ω + αHCi

· rHCi
mod q . Finally, TA sends

{pidHCi
, ωHCi

, RHCi
} to HCi through a secure channel.

3). HCi stores {pidHCi
, ωHCi

, RHCi
} securely.

4.3 Patient join phase

When PAi,j wishes to join the system as the jth patient
of HCi, PAi,j will undertake a medical examination and
register with HCi. As shown in Fig. 5, the following steps
will be executed by HCi and PAi,j .

1). PAi,j randomly picks its identity IDPAi,j , which is
then sent to HCi.
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2). Based on the outcomes from the medical exam-
ination, HCi knows PAi,j has symptom TPAi,j ∈ T .
HCi then randomly picks a number ξPAi,j and gener-
ates PAi,j pseudo identity pidPAi,j = EωHCi

(IDPAi,j ⊕
ξPAi,j

, ξPAi,j
). HCi randomly picks an element rPAi,j

∈
Z∗q and computes RPAi,j

= rPAi,j
· P , αPAi,j

=
h2(pidHCi

, RHCi
, pidPAi,j

, RPAi,j
, TPAi,j

), and ωPAi,j
=

(ωHCi
+ αPAi,j

· rPAi,j
)−1 mod q. Finally, HCi send-

s {pidHCi
, RHCi

, pidPAi,j
, RPAi,j

, ωPAi,j
, TPAi,j

} to PAi,j
through a secure channel.

3). PAi,j stores {pidHCi
, RHCi

, pidPAi,j
, RPAi,j

, ωPAi,j
,

TPAi,j
} securely.
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4.4 Patient handshake phase
Let PAi,j and PAi+1,j+1 be two registered pa-
tients of HCi and HCi+1, respectively. When PAi,j
and PAi+1,j+1 meet and wish to exchange status
about their illness, they will exchange INFPAi,j

=
{pidHCi

, RHCi
, pidPAi,j

, RPAi,j
} and INFPAi+1,j+1

=
{pidHCi+1

, RHCi+1
, pidPAi+1,j+1

, RPAi+1,j+1
}, prior to ex-

ecuting a symptoms-based handshake to achieve mutual
authentication. As shown in Fig. 6, the following steps will
be executed by PAi,j and PAi+1,j+1.

1). PAi,j randomly picks an elemen-
t x ∈ Z∗q , and computes X = x · P ,
αHCi+1 = h1(pidHCi+1, RHCi+1), αPAi+1,j+1

=
h2(pidHCi+1

, RHCi+1
, pidPAi+1,j+1

, RPAi+1,j+1
, TPAi,j

),
and X̂ = x·(Ppub+αHCi+1

·RHCi+1
+αPAi+1,j+1

·RAi+1,j+1
).

Finally, PAi,j sends message {X̂} to PAi+1,j+1.
Similarly, PAi+1,j+1 randomly picks an element y ∈ Z∗q ,

and computes Y = y · P , αHCi = h1(pidHCi , RHCi),
αPAi,j = h2(pidHCi , RHCi , pidPAi,j , RPAi,j , TPAi+1,j+1),

and Ŷ = y · (Ppub + αHCi
· RHCi

+ αPAi,j
· RAi,j

). Finally,
PAi+1,j+1 sends message {Ŷ } to PAi,j .

2). Upon receiving {Ŷ }, PAi,j computes
Y ′ = ωPAi,j

· Ŷ , KPAi,j
= x · Y ′, AuthPAi,j

=

h3(”1”, INFPAi,j
, INFPAi+1,j+1

, X, X̂, Y ′, Ŷ ,KPAi,j
)

and sends {AuthPAi,j
} to PAi+1,j+1.

Upon receiving {X̂}, PAi+1,j+1 computes
X ′ = ωPAi+1,j+1

· X̂ , KPAi+1,j+1
= y ·X ′, AuthPAi+1,j+1

=

h3(”2”, INFPAi,j
, INFPAi+1,j+1

, X ′, X̂, Y, Ŷ ,KPAi+1,j+1
)

and sends {AuthPAi+1,j+1
} to PAi,j .

3). Upon receiving {AuthPAi+1,j+1}, PAi,j check-
s to determine whether the received message and
h3(”2”, INFPAi,j

, INFPAi+1,j+1
, X, X̂, Y ′, Ŷ ,KPAi,j

) are
equal. If not, PAi,j terminates the session; otherwise,
PAi,j is assured that PAi+1,j+1 holds the same symp-
tom. Finally, PAi,j computes session key skPAi,j

=

h4(TPAi,j
, INFPAi,j

, INFPAi+1,j+1
, X, X̂, Y ′, Ŷ ,KPAi,j

).

Similarly, PAi+1,j+1 checks to de-
termine whether AuthPAi,j and
h3(”1”, INFPAi,j , INFPAi+1,j+1 , X, X̂, Y, Ŷ ,KPAi+1,j+1)
are equal. If not, PAi+1,j+1 terminates the
session; otherwise, PAi+1,j+1 is assured that
PAi,j holds the same symptoms. Finally,
PAi+1,j+1 computes session key skPAi+1,j+1 =

h4(TPAi+1,j+1 , INFPAi,j , INFPAi+1,j+1 , X
′, X̂, Y, Ŷ ,

KPAi+1,j+1).
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Fig. 6. The patient handshake phase

Due to Ppub = ω ·P ,RHCi
= rHCi

·P , ωHCi
= ω+αHCi

·
rHCi

mod q, RHCi+1 = rHCi+1
·P , ωHCi+1

= ω+αHCi+1 ·
rHCi+1 mod q, RPAi,j

= rPAi,j
· P , ωPAi,j

= (ωHCi
+

αPAi,j · rPAi,j )−1 mod q, RPAi+1,j+1 = rPAi+1,j+1 · P ,
ωPAi+1,j+1 = (ωHCi+1 + αPAi+1,j+1 · rPAi+1,j+1)−1 mod q,
X̂ = x · (Ppub + αHCi+1 ·RHCi+1 + αPAi+1,j+1 ·RAi+1,j+1),
Ŷ = y ·(Ppub+αHCi ·RHCi +αPAi,j ·RAi,j ), KPAi,j = x ·Y ′
and KPAi+1,j+1 = y ·X ′, we have the following equations:
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X ′ = ωPAi+1,j+1
· X̂

= (ωHCi+1 + αPAi+1,j+1 · rPAi+1,j+1)−1 · x · (
Ppub + αHCi+1 ·RHCi+1 + αPAi+1,j+1 ·RAi+1,j+1)
= x · (ωHCi+1

+ αPAi+1,j+1
· rPAi+1,j+1

)−1 · (
ω · P + αHCi+1

· rHCi+1
· P+

αPAi+1,j+1
· rAi+1,j+1

· P )
= x · (ωHCi+1

+ αPAi+1,j+1
· rPAi+1,j+1

)−1·
(ω + αHCi+1

· rHCi+1
+ αPAi+1,j+1

· rAi+1,j+1
) · P

= x · (ωHCi+1 + αPAi+1,j+1 · rPAi+1,j+1)−1·
(ωHCi+1 + αPAi+1,j+1 · rAi+1,j+1) · P
= x · P = X

(1)

Y ′ = ωPAi,j
· Ŷ

= (ωHCi + αPAi,j · rPAi,j )−1 · y · (
Ppub + αHCi ·RHCi + αPAi,j ·RAi,j )
= y · (ωHCi

+ αPAi,j
· rPAi,j

)−1 · (
ω · P + αHCi

· rHCi+1
· P+

αPAi,j
· rAi,j

· P )
= y · (ωHCi

+ αPAi,j
· rPAi,j

)−1·
(ω + αHCi

· rHCi
+ αPAi,j

· rAi,j
) · P

= y · (ωHCi + αPAi,j · rPAi,j )−1·
(ωHCi + αPAi,j · rAi,j ) · P
= y · P = Y

(2)

and

KPAi,j
= x · Y ′

= x · Y = x · y · P
= y · x · P
= y ·X = y ·X ′
= KPAi+1,j+1

(3)

Therefore, the correctness of the proposed CDHS scheme
with symptoms-matching for MHSNs is demonstrated.

5 SECURITY ANALYSIS

In this section, we demonstrate that the proposed CDHS
scheme for MHSNs is secure in the random oracle model.
We then explicate how the proposed CDHS scheme satisfies
the requirements described in Section II, prior to presenting
a comparative summary of the scheme’s security.

5.1 Security model
Based on Choi et al.’s work [24], we propose a security model
for the CDHS scheme. The security of a CDHS scheme with
symptoms-matching is defined by a game played between
an adversary A and a challenger C. Let Πl

Λ denotes the lth
instance of participant Λ ∈ PA = {PA1,1, PA1,2, · · · }. In
the game, A can ask C queries, which will be answered as
follows.

• hi(mi): When A executes the query with message
mi, C generates a random number ri ∈ Z∗q , stores
(mi, ri) in the list Lhi

and returns ri to A, where
i = 1, 2, 3, 4.

• Sym(m, k, c): When A executes the query with mes-
sage c and key k, C generates a random number c,
stores (m, k, c) in the list LSym and returns c to A.

• ExtractHC(IDHCi
): When A executes the query

with healthcare center HCi’s identity IDHCi
, C gen-

erates HCi’s private key and stores it in the list LHC .

• ExtractPA(IDPAi,j ): When A executes the query
with patient PAi,j ’s identity IDPAi,j , C generates
PAi,j ’s private key and stores it in the list LPA.

• Send(Πl
Λ): WhenA executes the query with message

m, C executes the CDHS scheme according to its
specification and returns the result to A.

• Reveal(Πl
Λ): When A executes the query, C returns

the session key in Πl
Λ to A.

• CorruptHC(IDHCi): When A executes the query
with healthcare center HCi’s identity IDHCi , C re-
turns HCi’s private key to A.

• CorruptPA(IDPAi,j ): When A executes the query
with patient PAi,j ’s identity IDPAi,j , C returns
PAi,j ’s private key to A.

• Test(Πl
Λ): When A executes the query, C chooses a

random coin b ∈ {0, 1}. If b = 1, C returns the session
key in Πl

Λ; otherwise (b = 0), C generates a random
number with the same length of the session key and
returns it to A.

After executing the above queries, A outputs its guess b′

of b generated in Test-query. We say A breaks the security
of the authenticated key agreement (AKA) in the CDHS
scheme Σ if A can correctly guess b. Let EA−W denotes the
event that A can guess b successfully. The advantage that
A attacking the AKA in the CDHS scheme Σ is defined as
AdvAKAΣ (A) = |2Pr[EA−W ]− 1|.

Definition 1(AKA-secure). We say a CDHS scheme Σ for
MHSNs is AKA-secure if AdvAKAΣ (A) is negligible for any
polynomial adversary A.

We say A breaks the mutual authentication in the CDHS
scheme Σ if A can forge a legitimate login message or a
response message. Let EI−R and ER−I denote the events
that A forges a legal login message or a response message,
respectively. The advantage that A attacking the MA in the
CDHS scheme Σ is defined as AdvMA

Σ (A) = Pr[EI−R] +
Pr[ER−I ].

Definition 2(MA-secure). We say a CDHS scheme Σ for
MHSNs is MA-secure if AdvMA

Σ (A) is negligible for any
polynomial adversary A.

5.2 Security proof
In this subsection, we show that the proposed CDHS scheme
for MHSNs is AKA-secure and MA-secure in the above
security model, which assumes the four hash functions are
four random oracles [25].

Lemma 1. No polynomial adversary against the pro-
posed CDHS scheme for MHSNs can forge a legitimate login
message with a non-negligible probability.

Proof. Suppose the adversary A is able to forge a legiti-
mate login message with a non-negligible probability ε. We
show that there is a challenger C that can solve the ICDH
problem with a non-negligible probability.

Given an instance (P,Q1 = a ·P,Q2 = b ·P ) of the ICDH
problem, the task of C is to compute (a−1 ·b) ·P . C randomly
picks a patient’s identity IDPAI,J

as the challenge identity
and a random number an integer K. C generates four
random numbers rHCI

, rPAI,J
, αHCI

, αPAI,J
∈ Z∗q , sets

Ppub ← Q1−αHCI
·rHCI

·P −αPAI,J
·rPAI,J

·P and sends
the system parameters params = {p, q, E(Fp), P, Ppub, hi}
to A, where i = 1, · · · , 4. C answers A’s queries as follows:



1545-5971 (c) 2016 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2016.2596286, IEEE
Transactions on Dependable and Secure Computing

JOURNAL OF LATEX CLASS FILES, VOL. 13, NO. 9, SEPTEMBER 2014 7

• hi(mi): C maintains a list Lhi
, which is initialized

empty. Upon receiving the query with message mi,
C checks if a tuple (mi, ri) exists in Lhi

. If it exists,
C returns ri to A; otherwise, C chooses a random
number ri, inserts (mi, ri) into Lhi

and returns ri to
A, where i = 1, 2, 3, 4.

• Sym(m, k, c): When A executes the query with mes-
sage m and key k, C generates a random number c,
stores (m, k, c) in the list LSym and returns c to A.

• ExtractHC(IDHCi
): C maintains a list LHC , which

is initialized empty. Upon receiving the query with
healthcare center’s identity IDHCi

, C checks if a
tuple (IDHCi

, pidHCi
, RHCi

, ωHCi
) exists in LHC . If

it exists, C returns pidHCi
toA; otherwise, C executes

the following operations:

– If IDHCi
= IDHCI

, C chooses two random
numbers ξHCI

, pidHCI
and inserts ((IDHCI

⊕
ξHCI

, ξHCI
),⊥, pidHCI

) into the list LSym. C
computesRHCI

= rHCI
·P and sets ωHCI

=⊥.
At last, C stores (pidHCI

, RHCI
, αHCI

) and
(IDHCI

, pidHCI
, RHCI

,⊥) into Lh1
and LHC

separately.
– Otherwise(IDHCi

6= IDHCI
), C chooses t-

wo random numbers ξHCi
, pidHCi

and insert-
s ((IDHCi

⊕ ξHCi
, ξHCi

),⊥, pidHCi
) into the

list LSym. C randomly chooses two elements
rHCi

, αHCi
∈ Z∗q , computes RHCi

= rHCi
·

P −α−1
HCi
·Ppub and sets ωHCi

← αHCi
· rHCi

.
At last, C stores (pidHCi

, RHCi
, αHCi

) and
(IDHCi

, pidHCi
, RHCi

, ωHCi
) into Lh1

and
LHC separately.

• ExtractPA(IDPAi,j
): C maintains a list LPA, which

is initialized empty. Upon receiving the query with
patient’s identity IDPAi,j

, C checks if a tuple
(IDPAi,j

, pidPAi,j
,RPAi,j

, ωPAi,j
) exists in LPA. If it

exists, C returns pidPAi,j
to A; otherwise, C executes

the following operations:

– If IDPAi,j
= IDPAI,J

, C chooses two
random numbers ξPAI,J

, pidPAI,J
and inserts

((IDPAI,J
⊕ ξPAI,J

, ξPAI,J
),⊥, pidPAI,J

) into
the list LSym. C computes RPAI,J

= rPAI,J
·P

and sets ωPAI,J
=⊥. At last, C stores

(pidHCI
, RHCI

, pidPAI,J
, RPAI,J

, TPAI,J
, αPAI,J

)
and (IDPAI,J

, pidPAI,J
, RPAI,J

,⊥) into Lh2

and LPA separately.
– Otherwise(IDPAi,j 6= IDPAI,J

), C chooses
two random numbers ξHCi , pidHCi and
inserts ((IDHCi ⊕ ξHCi , ξHCi),⊥, pidHCi )
into the list LSym. C computes
QHCi = Ppub + α · RHCi , randomly chooses
two elements rPAi,j , αPAi,j ∈ Z∗q , computes
RPAi,j = rPAi,j · P − α−1

PAi,j
· QHCi and sets

ωPAi,j
← αPAi,j

· rPAi,j
. At last, C stores

(pidHCi
, RHCi

, pidPAi,j
, RPAi,j

, TPAi,j
, αPAi,j

)
and (IDPAi,j

, pidPAi,j
, RPAi,j

, ωPAi,j
) into

Lh2
and LPA separately.

• Send(Πk
Λ,M): Upon receiving the query with mes-

sage M , C answers the query as follows.

– M = ”Start”: C checks if Πk
Λ and ΠK

PAI,J
are

equal. If yes, C returns X̂ = Q2; otherwise,
C runs according to the specification of the
proposed scheme.

– M = X̂ or Ŷ : C checks if Λ and PAI,J are
equal. If yes, C terminateas the session; oth-
erwise, C runs according to the specification
of the proposed scheme, where C knows the
private key of Λ.

– M = AuthPAi,j or AuthPAi+1,j+1 , C runs ac-
cording to the specification of the proposed
scheme.

• Reveal(Πl
Λ): Upon receiving the query, C checks if

Πl
Λ is equal to ΠK

PAI,J
or its partner. If yes, C ter-

minates the session; otherwise, C returns the session
key in Πl

Λ to A.
• CorruptPA(IDPAi,j ): Upon receiving the

query, C looks up LPA for the tuple
(IDPAi,j , pidPAi,j , RPAi,j , ωPAi,j ) and returns
(RPAi,j , ωPAi,j ) to A.

• CorruptPA(IDHCi): Upon receiving the
query, C looks up LHC for the tuple
(IDHCi , pidHCi , RHCi , ωHCi ) and returns
(RHCi , ωHCi ) to A.

Finally, A outputs a legitimate login message Authi,j
corresponding to the instance Πk

PAi,j
. If Πk

PAi,j
6=

ΠK
PAI,J

, C aborts the game. A randomly chooses a tu-
ple (∗, INFPAi,j

, INFPAi+1,j+1
, X, X̂, Y, Ŷ ,KPAi+1,j+1

, ∗)
from the list Lh3

and outputs X as the solution of the ICDH
problem. The probability that C solves the ICDH problem as
shown below, and there are four possible events.

• E1: C does not abort in responding to Send-query.
• E2: C outputs a legitimate login message.
• E3: Πk

PAi,j
and ΠK

PAI,J
are equal.

• E4: C chooses a correct tuple from Lh3
.

Let qsend, qhc, qpa, qins and qh3 denote the number
of Send-query, healthcare centers, patients’ registered with
one healthcare center, the instance Πk

PAi,j
and h3-query

executed in the game, respectively. We obtain Pr[E1] ≥ (1−
1

qsend+1 )qsend , Pr[E2|E1] ≥ ε, Pr[E3|E1 ∧E2] ≥ 1
qhc·qpa·qins

and Pr[E4|E1 ∧ E2 ∧ E3] ≥ 1
qh3

. Therefore, the (non-
negligible) probability that C can solve the ICDH problem is
computed as follows.

Pr[E1 ∧ E2 ∧ E3 ∧ E4]
= Pr[E4|E1 ∧ E2 ∧ E3] · Pr[E3|E1 ∧ E2]·
Pr[E2|E1] · Pr[E1]

≥
(1− 1

qsend+1 )qsend

qhc·qpa·qins·qh3
· ε

(4)

This contradicts the hardness of the ICDH problem.
Therefore, we can conclude that no polynomial adversary
against the proposed CDHS scheme for MHSNs can forge a
login message with a non-negligible probability.

Lemma 2. No polynomial adversary against the pro-
posed CDHS scheme for MHSNs can forge a legitimate
response message with a non-negligible probability.

Proof. According to the symmetry of the proposed CDHS
scheme, we know that the lemma can be proven using a
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method similar to the above lemma. Due to space constraint,
we will omit this (repetitive) process.

Theorem 1. The proposed CDHS scheme for MHSNs is
MA-secure if the underlying ICDH problem is hard.

Proof. According to Lemma 1 and Lemma 2, no polyno-
mial adversary can forge a legitimate login message or a le-
gitimate response message if the underlying ICDH problem
is hard. Therefore, we conclude that the proposed CDHS
scheme for MHSNs is MA-secure.

Theorem 2. The proposed CDHS scheme for MHSNs is
AKA-secure if the underlying CDH problem is hard.

Proof. Suppose the adversary A correctly guesses b used
in Test-query with a non-negligible probability ε. We will
show there is a challenger C that can solve the CDH problem
with a non-negligible probability.

Let Esk denotes the event that A obtains the correct
session key. Since the probability that A correctly guesses
the value b is at least 1

2 , we arrive at Pr[Esk] ≥ ε
2 .

Let ETI and ETS denote the events A uses in the Test-
query to a initiator’s instance and a responder’s instance,
respectively. Let EI−R denotes the event that A can break
the initiator-to-responder authentication. We get the follow-
ing two equations.

ε
2 ≤ Pr[Esk]
= Pr[Esk ∧ ETI ] + Pr[Esk ∧ ETR ∧ EI−R]+
Pr[Esk ∧ ETR ∧ ¬EI−R]
≤ Pr[Esk ∧ ETI ] + Pr[EI−R]+
Pr[Esk ∧ ETR ∧ ¬EI−R]

(5)

and

Pr[Esk ∧ ETI ] + Pr[Esk ∧ ETR ∧ ¬EI−R]
≥ ε

2 − Pr[EI−R]
(6)

Since ETR ∧ ¬EI−R and ETI are equal, we obtain

Pr[Esk ∧ ETI ] ≥
ε

4
− Pr[EI−R]

2
(7)

Therefore, the probability is computed as follows.

Pr[sk = h4(∗, ∗, ∗, x · P, ∗, y · P, ∗, (x · y) · P )|
x, y ← Z∗q ]

≥ ε
4 −

Pr[EI−R]
2

(8)

According to the proof of Lemma 1, we know that
Pr[EI−R] is negligible. Therefore, ε

4 −
Pr[EI−R]

2 is non-
negligible. Suppose that X = x · P and Y = y · P for some
unknown x, y ∈ Z∗q . Given an instance (x,y) of the CDH
problem, A computes K = (x · Y ) · P with a non-negligible
probability ε

4 −
Pr[EI−R]

2 . In other words, C can use A to
solve the CDH problem with a non-negligible probability.
This contradicts the hardness of the CDH problem. There-
fore, we can conclude that the proposed CDHS scheme for
MHSNs is AKA-secure if the underlying CDH problem is
hard.

5.3 Requirement analysis

In this subsection, we show that the proposed CDHS scheme
for MHSNs is able to satisfy the requirements described in
Section II.

Mutual authentication: According to the proofs of Lem-
ma 1 and Lemma 2, no adversary is able to forge a login
message or a response message. Thus, two patients can
authenticate each other by verifying the validity of received
message. Therefore, the proposed CDHS scheme provides
mutual authentication.

Patient anonymity: According to the specification of
the proposed CDHS scheme, patient PAi,j ’s identity
IDUi is only included in pidPAi,j = EωHCi

(IDPAi,j ⊕
ξPAi,j

, ξPAi,j
). However, the adversary cannot extrac-

t IDPAi,j
from pidPAi,j

because the selected symmetric
encryption algorithm is secure and the adversary does not
know ωHCi

required to successfully decrypt the ciphertext.
Therefore, we conclude that the proposed CDHS scheme
provides patient anonymity.

Patient traceability: When a patient pidPAi,j
sends a

false message to mislead others, the healthcare center HCi
can extract PAi,j ’s real identity by decrypting pidPAi,j

using its private key ωHCi
. Therefore, we conclude that the

proposed CDHS scheme provides patient traceability.
Session key agreement: According to the specification of

the proposed CDHS scheme, both patients compute session
key sk = h4(∗, ∗, ∗, x · P, ∗, y · P, ∗, (x · y) · P ), which can
be used in future communications. Therefore, the proposed
CDHS scheme provides session key agreement.

Perfect forward secrecy: Suppose the adversary steals
both private keys of two patients PAi,j and PAi+1,j+1.
We also assume that the adversary intercepts messages
{X̂} and {Ŷ } transmitted between two patients PAi,j
and PAi+1,j+1. Using their private keys, the adversary
is able to compute X = ωPAi,j

· Ŷ = x · P and
Y = ωPAi+1,j+1

· X̂ = y · P . To obtain the session key
sk = h4(∗, ∗, ∗, x ·P, ∗, y ·P, ∗, (x · y) ·P ), the adversary has
to compute (x ·y) ·P from X = x ·P and Y = y ·P . In other
words, the adversary has to solve the CDH problem. Due
to the hardness of the CDH problem, the proposed CDHS
scheme provides perfect forward secrecy.

Cross-domain communication: According to the speci-
fication of the proposed CDHS scheme, two patients PAi,j
and PAi+1,j+1 respectively registered withHCi andHCi+1

can authenticate each other and generate a session key
for secure communication. Therefore, the proposed CDHS
scheme is able to provide cross-domain communication.

Symptoms-matching function: According to the
specification of the proposed CDHS scheme, patient
PAi,j (PAi+1,j+1) uses symptoms Ti,j (Ti+1,j+1) to
generate other patient’s public key parameter αPAi+1,j+1

=
h2(pidHCi+1

, RHCi+1
, pidPAi+1,j+1

, RPAi+1,j+1
, TPAi,j

)
(αPAi,j

= h2(pidHCi
, RHCi

, pidPAi,j
, RPAi,j

, TPAi+1,j+1
)).

If they do not have the same symptoms, they cannot
extract the correct x · P and y · P . Then, they can find
the fact by checking {AuthPAi,j

} and {AuthPAi+1,j+1
}.

Therefore, the proposed CDHS scheme is able to provide
symptoms-matching function.

Resilience against four common attacks: We will now
explain how the proposed CDHS scheme can withstand
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impersonation, modification, replay and stolen verifier table
attack.

• Impersonation attack: According to the proofs of
both Lemmas 1 and 2, we know that no polynomial
adversary can forge a legitimate login message or
a legitimate response message without the patient’s
private key. Therefore, the patient can uncover the
attack by checking the validity of the received lo-
gin message. Therefore, the proposed CDHS scheme
withstands impersonation attack.

• Modification attack: According to the specifica-
tion of the proposed CDHS scheme, we know
that {AuthPAi,j

} ({AuthPAi+1,j+1
}) is the message

authentication code of messages sent by PAi,j
(PAi+1,j+1) under the key Y = y · P (X = x · P ).
Due to the security of the hash function h3, the pa-
tient can determine if the received message has been
modified. Therefore, the proposed CDHS scheme can
withstand the modification attack.

• Replay attack: According to the specification of
the proposed CDHS scheme, two patients PAi,j
and PAi+1,j+1 generate two new random num-
bers x, y ∈ Z∗q and compute X = x · P, Y =
y · P respectively. Both X and Y are involved in
the message authentication codes {AuthPAi,j

} and
{AuthPAi+1,j+1

}. Due to the freshness of x and y,
two patients are able to uncover any replay of mes-
sages by simply checking the validity of received
message authentication code. Therefore, the pro-
posed CDHS scheme withstands the replay attack.

• Stolen verifier table attack: According to the specifi-
cation of our proposed CDHS scheme, neither TA
nor HCi maintains a verifier table to implement
secure handshake between two registered patients.
Therefore, our proposed CDHS scheme withstands
the stolen verifier table attack.

5.4 Comparative summary: Security

In this subsection, we compare the security and features of
our proposed CDHS scheme with three novel handshake
schemes [9, 12, 22]. Let R − 1, R − 2, R − 3, R − 4, R −
5, R − 6, R − 7 and R − 8 denote mutual authentication,
patient anonymity, patient traceability, session key agree-
ment, perfect forward secrecy, cross-domain communica-
tion, symptoms-matching function and resilience against
impersonation, modification, replay and stolen verifier table
attacks, respectively. The comparative summary is listed in
Table 1.

Both schemes of Huang et al. [9] and Gu et al. [12] do not
provide mutual authentication, patient traceability, cross-
domain communication, and symptoms-matching function,
and are insecure against four common attacks. Lu et al.’s
scheme [22] does not able to provide patient traceability
and symptoms-matching function. In contrast, our proposed
CDHS scheme provides all requirements that should be
offered by a CDHS scheme.

TABLE 1
Comparative summary: Security

Huang and
Cao’s scheme[9]

Gu and Xue’s
scheme[12]

Lu et al.’s
scheme[22]

Our
scheme

SR− 1 No[10] No[13] Yes Yes
SR− 2 Yes Yes Yes Yes
SR− 3 No No No Yes
SR− 4 Yes Yes Yes Yes
SR− 5 Yes Yes Yes Yes
SR− 6 No No Yes Yes
SR− 7 No No No Yes
SR− 8 No[10,11] No[13] Yes Yes

6 EVALUATIONS

6.1 Theoretical analysis
We now theoretically evaluate the computation and commu-
nication costs of our proposed CDHS scheme for the MHSN.

To obtain a trusted security level (e.g. 1024-bits RSA
algorithm), a Ate pairing ê : G1 × G1 → G2 is used for
CDHS schemes [9, 12, 22] based on bilinear pairing, where
G1 with order q̂ is generated by a point on a super singular
elliptic curve Ê(Fp̂) : y2 = x3 + 1 defined on the finite field
Fp̂, q̂ is a 160-bits prime number and p̂ is a 512-bits prime
number. To achieve the same level of security, an elliptic
curve group G with the order q is used for our proposed
CDHS scheme, where G is generated by a point on a non-
singular E(Fp) : y2 = x3 +a ·x+ b, a, b ∈ Fp , where E(Fp)
is defined on the finite field Fp and p and q are two 160-bits
prime numbers.

6.1.1 Computation cost
In this section, we theoretically analyze the computation
cost of three related handshake schemes [9, 12, 22] and
our proposed CDHS scheme. We will count the number
of cryptographic operations involved in those handshake
schemes and use them to perform the theoretical evaluation
of computation costs. The notations of running time are
listed as below.

• Tbp: Runtime of a bilinear pairing operation.
• Tsm: Runtime of a scalar multiplication operation in

G1.
• Tmtp: Runtime of a map-to-point hash function in

G1.
• Tpa: Runtime of a point addition operation in G1.
• Texp: Runtime of an exponentiation operation in G2.
• Tmul: Runtime of a multiplication operation in G2.
• Tsm−ecc: Runtime of a scalar multiplication opera-

tion in G.
• Tpa−ecc: Runtime of a point addition operation in G.
• Th: Runtime of a general hash operation.

A patient in Huang and Cao’s handshake scheme [9]
needs to execute one hash-to-point operation, one bilinear
pairing operation, one exponentiation operation in G2 and
three general hash functions. Therefore, the patient’s run-
ning time is Tmtp + Tbp + Texp + 3× Th.

A patient in Gu and Xue’s handshake scheme [12] needs
to execute one hash-to-point operation, one bilinear pairing
operation, one scalar multiplication operation in G1 and
three general hash functions. Therefore, the patient’s run-
ning time is Tmtp + Tbp + Tsm + 3× Th.
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A patient in Lu handshake scheme [22] needs to execute
one hash-to-point operation, two bilinear pairing opera-
tions, two scalar multiplication operations in G1, one point
addition operation in G1, two exponentiation operations in
G2, one multiplication operation in G2 and four general
hash functions. Therefore, the patient’s running time is
Tmtp + 2× Tbp + 2× Tsm + Tpa + 2× Texp + 4× Th.

A patient in our proposed handshake scheme needs to
execute six scalar multiplication operations in G, two point
addition operation in G and five general hash functions.
Therefore, the patient’s running time is 6 × Tsm−ecc + 2 ×
Tpa−ecc + 6× Th.

According to our implementation of related operations
on a personal computer [26], we know that Tpa, Tmul,
Tpa−ecc and Th could be ignored compared with the running
time of other operations. We also obtain Tbp ≈ 9× Tsm−ecc,
Tsm ≈ 4×Tsm−ecc, Tbp ≈ 10×Tsm−ecc and Texp ≈ Tsm−ecc.
Based on the above relations, we arrive at the theoretical
evaluation of computation cost listed in Table 2.

TABLE 2
Comparative summary: Computation cost

The computation cost

Huang and Cao’s scheme Tmtp + Tbp + Texp + 3× Th

≈ 20× Tsm−ecc

Gu and Xue’s scheme Tmtp + Tbp + Tsm + 3× Th

≈ 22× Tsm−ecc

Lu et al.’s scheme
Tmtp + 2× Tbp + 2× Tsm+
Tpa + 2× Texp + 4× Th

≈ 36× Tsm−ecc

Our scheme
6× Tsm−ecc + 2× Tpa−ecc+
6× Th

≈ 6× Tsm−ecc

It is clear from Table 2 that our proposed CDHS scheme
has a lower computation cost than the three existing hand-
shake schemes.

6.1.2 Communication cost
The lengths of p̂, q̂, p and q are 512 bits, 160 bits, 160 bits
and 160 bits respectively. Therefore, the size of an element
in G1 or G2, the size of an element in G and the length of
hash function’s output are 1024 bits, 320 bits and 160 bits
respectively. The communication cost is as follows.

A patient in Huang and Cao’s handshake scheme needs
to send EA and vA to the other patient, where EA is an
element of G1 and vA is an output of the general hash
function. Therefore, the total communication cost of Huang
and Cao’s scheme is 2× (1024 + 160) = 2368 bits.

A patient in Gu and Xue’s handshake scheme needs to
sendEA and vA to the other patient, whereEA is an element
of G1 and vA is an output of the general hash function.
Therefore, the total communication cost of Gu and Xue’s
scheme is 2× (1024 + 160) = 2368 bits.

A patient in Lu et al.’s handshake scheme needs to
send Ci1, Ci2 and Authi to the other patient, where
Ci1 is an element of G1, Ci2 is an element of G2, and
Authi is an output of the general hash function. Therefore,
the total communication cost of Gu and Xue’s scheme is
2× (1024 + 1024 + 160) = 4416 bits.

A patient in our proposed CDHS scheme needs to send
RHCi , RPAi,j , {X̂} and AuthPAi,j , where RHCi , RPAi,j

and {X̂} are three elements of G and AuthPAi,j
is an

output of the general hash function. Therefore, the total
communication cost of Gu and Xue’s scheme is 2 × (320 +
320 + 320 + 160) = 2240 bits.

TABLE 3
Comparative summary: Communication cost (bits)

The communication cost
Huang and Cao’s scheme 2368
Gu and Xue’s scheme 2368
Lu et al.’s scheme 4416
Our scheme 2240

From Table 4, it is clear that our proposed CDHS
scheme has a lower communication cost than the other
three schemes. The percentage improvement achieved is
5.41, 5.41 and 49.27 lower as compared to Huang et al.’s
scheme [9], Gu et al.’s scheme [12] and Lu et al.’s scheme
[22], respectively.

6.2 A proof of concept Android app

We will then implement our proposed CDHS scheme and
the three related schemes [9, 12, 22] on four Android devices
via a proof of concept app, and evaluate the performance
based on real-world data sets. Specifically, we are seek-
ing to demonstrate that our proposed CDHS scheme has
less runtime than these related schemes, even in situations
where they are implemented on different mobile devices
with varying configurations (see Fig. 7 and Table 4).

The evaluation setup is as follows.

• Development environment: We choose the MyE-
clipse Enterprise Workbench (Version: 10.7) as the
development tool for our App.

• Programming language: We choose Java as the pro-
gramming language as it is widely used for Android
app development.

• Cryptographic library: We choose the Java Pairing-
Based Cryptography Library(JPBC) library [27] and
the Bouncy Castle library [28] for the cryptographic
operations of bilinear pairing-based schemes [9, 12,
22] and our proposed CDHS scheme, respectively.

• Hash function: We choose the SHA1 and the hash-
to-point function included in the JPBC library as
the general function and the hash-to-point function
respectively.

Of the four devices, Asus ZENFONE2 has the best
hardware specifications while Huawei HONOR-3C has the
lowest hardware specifications.

TABLE 4
Hardware specifications of the mobile devices

Phone model CPU ROM OS Version
Xiaomi MI2S Fore core 1.73GHz 2GB 5.0.2
Samsung GT-I9300 Four core 1.43GHz 1GB 4.3.0
Huawei HONOR-3C Four core 1.30GHz 2GB 4.2.2
Asus ZENFONE2 Four core 2.30GHz 4GB 6.0.1
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Fig. 7. Devices used

6.3 Evaluations

For ease of development, we implement the functions of the
three related schemes [9, 12, 22] and our proposed CDHS
scheme in the proof of concept Android app, which is then
installed on each of the devices. We use Bluetooth to estab-
lish the wireless communication channel. Once two mobile
devices connect successfully via Bluetooth, they exchange
public information INFPAi,j

and INFPAi,j
automatically.

Upon receiving the command, the app will execute the
corresponding scheme. The handshake process are shown
in Fig. 8.

The four mobile devices are divided into six groups
to simulate a range of real-world environments (see Table
5). We then execute each of the four schemes 1,000 times
in each group and the average execution time (including
communication time), which is listed in Table 5.

Based on our findings (see Table 5), we determine that
our proposed CDHS scheme outperforms the three other
schemes, and that Huang et al.’s scheme [9] and Gu et
al.’s scheme [12] achieve better performance over Lu et al.’s
scheme [22]. Even in the worse-case scenario, our proposed

 

 

Fig. 8. The process of patient handshake phase

TABLE 5
Details of six groups

Phone model G1 G2 G3 G4 G5 G6
Xiaomi MI2S Y Y Y
Samsung GT-I9300 Y Y Y
Huawei HONOR-3C Y Y Y
Asus ZENFONE2 Y Y Y

CDHS scheme completed in 2139 milliseconds, which is
18.14%, 17.27% and 42.94% lower that those of Huang et al.’s
scheme [9], Gu et al.’s scheme [12] and Lu et al.’s scheme
[22], respectively.

7 CONCLUSION

To ensure secure communications in Mobile Healthcare So-
cial Networks (MHSNs), several handshake schemes based
on bilinear parings have been proposed in recent years.
However, most existing schemes were either insecure or suf-
fered from various limitations, which impede their deploy-
ability in a mobile or real-world setting. In this paper, we
proposed a new network frame for the handshake scheme
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TABLE 6
Runtime of four schemes (milliseconds)

Huang and
Cao’s scheme

Gu and
Xue’s scheme

Lu et al.’s
scheme Our scheme

G1 2392 2367 3567 1958
G2 2756 2834 3822 2139
G3 2005 2048 2685 1532
G4 2727 2690 3593 2008
G5 1985 1940 2518 1428
G6 1877 1975 2528 1343

and constructed a cross-domain handshake scheme with
symptoms-matching for MHSN. The scheme was proven
secure assuming the intractability of the Inversion Compu-
tational Diffie-Hellman (ICDH) problem and in the random
oracle model.

We then implemented the proposed scheme as well as
three other related schemes in a proof of concept Android
app to validate the scheme as well as demonstrating its util-
ity in terms of reduced computational and communication
costs.

Future work includes collaborating with a regional
healthcare provider to implement the proposed scheme with
the aim of evaluating the scheme for practical deployment.
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