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SECURITY SMORGASBORD

A Review of Technical Approaches to 
Realizing Near-Field Communication 
Mobile Payments

Diego A. Ortiz-Yepes | IBM Research—Zurich

� ere are several approaches to store payment keys and execute the payment application on a mobile 
phone when it’s used at the point of sale via near-fi eld communication. A comparison of the most relevant 
of such approaches examines security, hardware requirements, availability, management complexity, 
and performance.

M obile phones that support near-� eld commu-
nication (NFC)—a contactless, low-power 

technology that lets devices communicate over dis-
tances on the order of a few centimeters—can act like 
a smart card when presented to a contactless terminal 
in so-called card emulation mode. One of this mode’s 
main use cases is payments at the point of sale (POS), 
an increasingly important ability in light of mobile 
phones’ central role, ubiquity, and connectivity capa-
bilities. Yet, despite these advantages and the fact that 
the core NFC technology has been available for several 
years, there’s still no global established pay-with-your-
phone mechanism. In part, this is due to the com-
plexity of the NFC ecosystem, which includes a wide 
variety of banks, mobile network operators (MNOs), 
phone manufacturers, and other stakeholders who 
o� en have competing interests in the recurring revenue 
generated from payment transactions. Traditionally, 
� nancial institutions and payment networks shared 
the per-transaction commission, but with phone pay-
ments becoming increasingly popular, commissions 

must be shared among more entities, which is clearly 
unappealing to established stakeholders.

So far, no single POS mobile payment scheme has 
risen to dominance, in spite of multiple a� empts backed 
by powerful players. Some have disappeared without 
ever gaining a foothold, while others have evolved by 
dropping, adapting, and mixing speci� c technologies. 
So� card—initially known as Isis Mobile Wallet—was 
one such scheme backed in the US by AT&T, T-Mobile, 
and Verizon; it eventually shut down in March 2015 
without much fanfare. Google Wallet (www.google
.com/wallet) launched several years ago for in-store use 
but nowadays seems to be limited to sending money 
within the US. Presently, Apple Pay (www.apple.com
/apple-pay), Android Pay (www.android.com/pay), 
and Samsung Pay (www.samsung.com/us/samsung
-pay) are the most prevalent schemes. LG Pay was dis-
cretely announced a few months ago but remains to 
be launched. At present, all these schemes have limita-
tions in terms of supported countries, merchants, and 
cards. � is situation is expected to improve with time; 
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however, given this dynamic and fragmented landscape, 
instead of focusing on a particular payment scheme, I 
aim to address the fundamentals of how they work from 
a technical standpoint.

Background
To achieve interoperability, open-loop systems (see 
the “Classification of Payment Systems” sidebar) are 
primarily based on the Europay, MasterCard, Visa 
(EMV) specifications (www.emvco.com/specifications 
.aspx?id=223). During a contactless EMV payment, 
the terminal and the payment application executing on 
a phone exchange information about the transaction. 
The phone returns the result of a cryptographic com-
putation (a cryptogram) using a secret key that’s known 
only by the payment application and the issuer bank. 
Protecting all keys involved in the payment process—as 
well as the payment application itself—against misuse 
is therefore paramount. 

Adversaries attempting to make a payment not 
intended by the legitimate user might invoke one or 
more of the following capabilities: 

 ■ observe user interaction to learn information entered 
or presented by a user on the phone;

 ■ install or replace apps to capture user input, obtain 
server-provided keys, extract keys from phone mem-
ory, or conduct malware-based relay attacks; and

 ■ compromise the phone to subvert the mobile OS–
provided security mechanisms intended to isolate 
apps and ensure that files can be accessed only by the 
apps that created them. Attackers can easily compro-
mise a phone when users root or jailbreak them.1

To successfully conduct a fraudulent payment at 
the POS, an adversary can try to mount a hardware-
based relay attack, in which two NFC devices are 
needed. The first, posing as the user’s phone, is placed 
at the payment terminal to conduct the transaction. 
The second, posing as the payment terminal, is placed 
near the user’s actual phone (which could be in a 
pocket or backpack). If no user interaction is required, 
the user’s phone readily participates in the relayed 

transaction. Consequently, a mechanism involving the 
user during the POS payment, either a simple proof of 
involvement (unlocking the phone, pressing a physical 
button, tapping on the touchscreen, and so forth) or 
an authentication mechanism (entering a PIN, provid-
ing a fingerprint, and so forth), render hardware-based 
relay attacks harder or infeasible. 

It’s possible to have schemes with no user inter-
action, but preventing hardware-based relay attacks 
would be very difficult, as it is with contactless payment 
cards.2,3 A more involved type of relay attack (malware 
based) doesn’t require the second device. Instead, the 
attacker’s device at the payment terminal communi-
cates directly with a malicious application running on 
the user’s phone that tries to directly use the payment 
keys or trick the payment application into doing so.4 

In addition to security—that is, how difficult it is for 
an attacker to perform a fraudulent transaction at the 
POS—I’ll use other criteria to compare the technical 
approaches to realizing NFC payments: 

 ■ Additional hardware includes anything beyond the 
NFC antenna and controller in the mobile phone.

 ■ Availability means users shouldn’t be prevented from 
paying with their phone for technical reasons, that 
is, each additional requirement beyond the phone 
such as special payment terminals and network 
connectivity.

 ■ Management complexity and cost include how much 
effort and investment is required to enable users to 
pay with their phone.

 ■ Performance is the time taken between tapping the 
phone and receiving indication that it can be removed 
from the terminal. Any required pre- or posttapping  
actions should be as quick as possible to not get in the 
way of the payment process.

NFC-Based Mobile Payments 
We will look closely at four main approaches to 
store payment keys and execute the payment appli-
cation, summarized in Table 1. The first, the secure 
element (SE), provides a fully isolated hardware 

Classification of Payment Systems

W hen NFC phones (or payment cards) are used at a POS, a 
distinction is made between closed- and open-loop pay-

ment systems. In closed-loop systems, a limited number of entities 
that already know one another allow money to flow in and out of the 
system—for example, a coffee shop–issued payment app that can 

be loaded with money to buy products at participating coffee shops. 
In open-loop systems, many arbitrary entities allow money to flow 
in and out. The main example is traditional credit cards, which are 
accepted by merchants around the world without requiring a direct 
relationship between the merchants and the issuer banks. 
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tamper-resistant environment. The second, host card 
emulation (HCE), does not require dedicated hardware 
and thus allows the payment to be executed in an app 
running on the mobile OS along with all other apps. In 
this context, the integrity of large and complex mobile 
phone OSs—a very strong assumption—is critical 
in protecting payment keys. This motivates the third 
approach, SE in the cloud, which consists of using HCE 
along with cloud services. Finally, the fourth approach, 
trusted execution environment (TEE), leverages shared 
hardware to protect payment keys and execute the pay-
ment application. 

Secure Element 
The SE is a tamper-resistant hardware component, usu-
ally a smartcard microcontroller, capable of securely 
storing keys and executing code in isolation from the 
rest of the phone. Traditionally, phones supporting 
card emulation mode have delegated payment key pro-
tection and payment application execution to the SE. 
As Figure 1 shows, as the NFC device is presented to 
a contactless terminal, its NFC controller relays com-
mands between the terminal and the SE. The SE might 
be soldered or embedded into the phone’s electronics, 
consist of a removable memory card, or be the SIM 

Table 1. High-level comparison of approaches to storing payment keys and executing a payment application on a 
mobile phone.

Approach Security
Additional 
hardware

Availability
Management 
complexity and cost

Performance

Secure element 
(SE)

++
 ■ Full hardware isolation
 ■ Keys are very difficult to extract
 ■ Malware-based relay attacks are very 
difficult

–
SE

+
Might work 
with a 
discharged 
phone

–
Difficult and costly: 

 ■ Trusted service man-
ager is required 

 ■ Lengthy and costly SE 
application develop-
ment and certification

+
Fast

Host card 
emulation 
(HCE)

–

 ■ Software-only isolation provided by OS
 ■ Attacker compromising phone can 
extract payment keys and use them 
in other phones, or conduct malware-
based relay attacks

+ 
None

+ +
Easy and inexpensive

+
Fast

SE in the cloud – to +

 ■ Keys are protected (by hardware) in the 
cloud

 ■ Resisting an attack depends on security 
of user and device authentication per-
formed by cloud service

 ■ Attacker observing user interaction 
and/or compromising phone might be 
able to conduct malware-based relay 
attacks or perform payments from 
another device

+
None

–
Network 
access is 
required

+
Easy and inexpensive

–
Requires 
network 
interaction

Trusted 
execution 
environment 
(TEE)

+

 ■ Partial isolation: same hardware used by 
trusted and untrusted environments

 ■ Keys are very difficult to extract
 ■ Malware-based relay attacks are very 
difficult; almost impossible when 
trusted path feature is available

–
TEE

+ –
Difficult because of 
fragmentation and 
access hurdles

+
Fast
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card itself. The first iteration of Google Wallet4 and the 
Dutch Rabo Wallet (http://tinyurl.com/zqwqmhm) 
exemplify payment schemes based on the SE.

The GlobalPlatform Card Specification (www 
.globalplatform.org/specificationscard.asp) defines the 
mechanism for managing applications on SEs. For such 
management operations, a set of keys is needed to estab-
lish a secure channel with each SE. These keys are con-
trolled by the MNOs, phone manufacturers, or removable 
SE manufacturers, depending on the SE type. So-called 
trusted service managers (TSMs) manage keys and appli-
cations across different types of SEs, although in practice, 
most deployments can’t deal with such heterogeneity and 
are restricted to a single type of SE.

SEs are much less powerful than a phone’s main 
processor but powerful enough to perform full pay-
ment transactions within 400 ms. They’re designed to 
protect sensitive information, especially cryptographic 
keys, making them well-suited to safekeeping the keys 
used during contactless payment. Note that these 
keys are provisioned to the SE under a secure (that is, 
authenticated and encrypted) channel between the 
card issuer and the SE, which protects them from dis-
closure to third parties (including to the phone itself). 
These keys are never revealed outside the SE. Extracting 
key material from an SE isn’t impossible, but it’s a very 
costly endeavor anecdotally quantified on the order of 
millions of dollars. The difficulty of cloning SIM and 
(chip-based) payment cards is based on this property, 
indicating that SEs provide an excellent, fit-for-purpose 
technical mechanism for protecting the keys at the core 
of NFC mobile payment security.

However, just having an SE isn’t sufficient for 
achieving the required level of security: the phone’s 
architecture must ensure that it isn’t possible to trick 
the SE into interpreting a phone-generated command 
as if it had been received via the NFC interface. Simi-
larly, payment applications running on the SE must 
be able to distinguish whether a command has been 
received from the NFC interface or from the applica-
tion processor to detect attacks launched from a com-
promised phone.

Every piece of silicon on a consumer device, even if 
it costs a fraction of a dollar, becomes expensive when 
scaled out to millions of devices. Such expenditure is jus-
tified from a phone manufacturer perspective if there’s a 
way to monetize it, say, by using embedded SEs. This 
doesn’t exactly please MNOs, who would rather mon-
etize NFC themselves by renting space in the SIM card 
and providing TSM services. Consequently, MNOs 
have been reluctant to offer devices with embedded 
SEs and even requested manufacturers to disable them 
prior to shipment, which I believe has prevented wide-
spread adoption of NFC for mobile payment. Perhaps 

unsurprisingly, NFC SIM cards haven’t been widely 
deployed because of the lack of applications requiring 
them: a true chicken-and-egg situation.

The problem of SE availability is exacerbated by the 
heterogeneity of SE types, which is difficult—if not 
impossible—to manage on a global (or even national) 
scale by application providers and TSMs. This is read-
ily proven by the fact that some SE-based NFC applica-
tion deployments require participants to have a contract 
with a specific MNO, request a new NFC SIM card, use 
a removable SE, or use a preconfigured phone. For real-
world applications, providing preconfigured phones 
is infeasible on both economical and user-preference 
grounds, and using removable cards can hardly be 
scaled: phones might have a single memory card slot 
(if any), which might already be in use. Besides, users 
might want the option to exchange their memory card 
without breaking their NFC applications. Ultimately, 
having a device with an NFC controller and antenna 
doesn’t guarantee that it can be readily used for spe-
cific applications unless further conditions are satisfied, 
resulting in further usability and scalability issues.

Moreover, using an SE entails additional costs for the 
application provider because the entity managing the 
application, usually the MNO or the TSM, will charge 
for those operations. Furthermore, when the SIM card 
is the SE, the application provider will have to pay for 
the memory used by the application. SEs have very lim-
ited nonvolatile memory, usually between tens and a 

Figure 1. The secure element (SE)-based approach. Commands from the 
payment terminal are received via the near-field communication (NFC) antenna 
and decoded by the NFC controller, which forwards them to the payment 
application executing in the SE. The SE might be embedded in the phone’s 
electronics, or it could be a removable component or the SIM card itself.
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few hundreds of Kbytes, while a typical payment appli-
cation takes between 10 and 30 Kbytes. Consequently, 
only a handful of complex applications can be squeezed 
into a given SE, which could be problematic if multiple 
applications need to be deployed simultaneously.

 One final aspect related to SE-based payment appli-
cations is that there are established evaluation and cer-
tification processes for every component in the chain: 
the SE hardware, its OS, and the payment application 
on top. Such processes aim to provide assurances that 
security and performance goals are achieved and main-
tained by every component along the chain. Evalua-
tions and certifications can be beneficial because they 
mandate application developers to adhere to best prac-
tices and perform a certain minimum level of testing 
and documentation for the whole solution. At the same 
time, they increase development time, time to market, 
and development costs.

Host Card Emulation 
The SE-less architecture for NFC card emulation illus-
trated in Figure 2 was introduced by BlackBerryOS 7 
in 2011 as virtual-card emulation (http://tinyurl.com 
/z5aafzn). Such architecture has gained a lot of 

attention following the introduction of HCE in 
Android 4.4 at the end of 2013 and its central role in 
Android Pay. Interestingly, although the first genera-
tion of Google Wallet required an SE, Android Pay is 
heavily centered on HCE.

HCE simplifies the NFC ecosystem because 
developing, provisioning, managing, and maintaining 
a separate application in SEs is no longer necessary. 
In principle, just the app running on the phone and 
the basic NFC hardware (antenna and controller) are 
required to enable phone payments. Like any other app, 
the payment app is made available and maintained using 
the platform app store, so there’s no need for a TSM.

Pure HCE applications leverage OS-provided 
mechanisms to protect sensitive keys and execute the 
payment app in isolation from other apps running on 
the phone. Alternatively (or additionally), they might 
also use application-layer security mechanisms such 
as running inside a security container or using obfus-
cation techniques such as white-box cryptography. In 
all cases, security is software based, and an attacker 
compromising the phone will be able to subvert these 
mechanisms because they will undoubtedly contain 
exploitable software vulnerabilities. Furthermore, an 

Figure 2. The host card emulation (HCE)-based approach. (a) In a pure HCE architecture, commands from the payment 
terminal are received via the NFC antenna and decoded by the NFC controller, which forwards them to the OS running on 
the application processor, which in turn sends them to the payment application. The payment application might delegate 
certain (sensitive) operations, such as key storage, to cloud services. (b) In a combined architecture, one or more SEs are also 
present, and it’s up to the NFC router to send the command to the appropriate SE or to the application processor.
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attacker capable of installing or replacing apps could 
also gain access or entice the user into revealing sensi-
tive information.

Secure Element in the Cloud 
HCE facilitates distributing the payment applica-
tion such that certain operations are performed in 
the cloud. An application can be executed solely on 
the phone (as described in the previous section), but 
being able to involve remote services in the cloud can 
enhance overall security, which is why it’s considered a 
separate approach.5

Let’s start with the keys, which can be better pro-
tected in the cloud than on the phone during the 
payment process. Naturally, just protecting these 
keys isn’t enough because the phone (and the user) 
must be authenticated to access or use them—the 
user authenticates to the phone, and then the phone 
authenticates to the cloud service. Once such authen-
tication steps have taken place, one approach is that 
any operation involving the payment keys is per-
formed in the cloud and sent back to the phone. Alter-
natively, one-time keys can be provisioned prior to or 
during payment for local use. In either case, instead 
of protecting sensitive information on the phone, 
the keys in the remote server must only be accessed 
by a given user and possibly a given set of apps and 
phones, which could require protecting another key 
to authenticate the phone to the cloud. Consequently, 
leveraging the cloud doesn’t really solve the problem 
of secure key storage because the latter key would 
still need to be protected on the phone. In addition, 
network access from the phone is required to reach 
cloud-provided functionality. When such access isn’t 
possible, the user will likely be unable to perform the 
payment unless an offline fallback is in place, thus 
lowering this mechanism’s availability.

Although the phone has a focused view on current 
(and perhaps past) operation, the cloud service has 
a holistic view of all past and current events. This is an 
advantage of involving the cloud: real-time data analytics 
can help detect malicious events without relying on soft-
ware running on the phone. This means that even when 
facing an attacker capable of compromising the phone or 
installing or replacing apps, the cloud service can hinder 
malicious transactions. Such an approach can be particu-
larly useful when offline payment terminals are involved 
because the transactions can then be monitored and 
authorized online using the phone’s network connection.

Finally, when a cloud service is involved in com-
mand processing, network latency can adversely impact 
performance. Consequently, interaction with the cloud 
should be limited to the minimal amount of exchanges. 
This implies that simply relaying all commands between 

the terminal and the cloud will result in an unacceptable 
solution. Furthermore, time-consuming operations 
such as establishing the network connection—which 
could be on the order of a few hundred milliseconds—
should be moved outside the performance-critical pay-
ment phase to improve performance.

Trusted Execution Environment
A TEE, illustrated in Figure 3, combines hardware and 
software intended to provide the following security-
related functionality:6 

 ■ Isolated execution is an environment in which sensitive 
applications (trustlets) can be executed in isolation 
from the rest of the apps running on the phone. A TEE 
runs two OSs in parallel: the traditional untrusted, 
rich OS where the latter apps are executed and a mini-
mal trusted OS where trustlets are executed.

 ■ Secure storage maintains a memory space that can be 
used to protect sensitive information, such as keys, 
from applications executing inside or outside the TEE.

 ■ Remote attestation involves externally verifiable infor-
mation about the phone software stack’s integrity state, 
mainly the bootloader, the OS kernel, and OS modules.

 ■ Secure provisioning is a mechanism for deploying and 
managing the life cycle of trustlets.

 ■ Trusted path ensures that the user and trustlets 

Figure 3. The trusted execution environment (TEE)-based approach. 
Commands from the payment terminal are received via the NFC antenna and 
decoded by the controller, which forwards them to the application processor. 
Here, two separate environments, normal and trusted, are available. In the 
former, the untrusted mobile OS and most apps are executed. In the latter, a 
separate trusted OS and the payment application trustlet are executed. Note 
that the normal and trusted environments are logically separate but share 
hardware resources.
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can communicate directly without any third party 
(including the phone OS) intercepting or tampering 
with information entered by the user or presented by 
the TEE.

TEEs use hardware to achieve this security function-
ality. Unlike SEs, which are self-contained and provide 
a very simple command-based interface, TEEs involve 
a more intricate architecture in which some hardware 
components are shared between trusted and untrusted 
OSs. Consequently, TEEs can be seen as an intermedi-
ate approach between phone OSs and SEs in terms of 
afforded security benefits,7 except that TEEs could, in 
principle, provide a trusted path, which is an advantage 
compared to SEs.

TEEs could be used as a drop-in replacement for 
SEs at two levels. First, the payment application, a tra-
ditional app, delegates key storage and operations to the 
TEE (secure storage).8 Existing APIs both in Android 
and iOS do this, relying on mobile OS protection mech-
anisms to ensure that such operations are only fulfilled 
for the payment application. In addition to secure stor-
age, isolated execution functionality can be used to 
execute the whole payment application as a trustlet in 
the TEE. In this case, the trustlet should have exclusive 
use of the NFC I/O channel so that NFC input can’t be 
spoofed or tampered with by an app or OS service. 

To the best of my knowledge, no mobile pay-
ment scheme is fully centered on TEEs as I described 
here. A specification effort led by GlobalPlatform has 
recently been completed (www.globalplatform.org 
/specificationsdevice.asp), but TEE implementations in 
the field remain closed; proprietary; and consequently, 
not inter operable. Despite many phones on the market 
already including a TEE or its foundation blocks, nota-
bly, ARM TrustZone9 and Texas Instruments M-Shield 
(http://focus.ti.com/pdfs/wtbu/ti_mshield_white 
paper.pdf), using them for applications beyond secure 
key storage remains difficult and cumbersome for most 
developers.10 Moreover, approval from the party con-
trolling the TEE must be sought for any code to execute 
in the trusted OS, resulting in management and access 
hurdles similar to those involving SEs.

It’s regrettable that the trusted path feature is nei-
ther required by the GlobalPlatform TEE specifications 
nor widely deployed in existing proprietary implemen-
tations. Such a feature would prevent user input and 
sensitive application output from being intercepted or 
manipulated by malicious software on the phone. This 
crucial feature would greatly enhance the security of 
applications built on top of the TEE. The absence of this 
feature might be due to the required complexity of the 
underlying hardware design11 as well as existing patents 
in the field.

Combined Approaches 
An application can be executed partially in the SE, in the 
phone OS, and in the cloud. An example is the Cana-
dian RBC mobile payment app (http://tinyurl.com 
/gnqad83), which uses a lightweight SE application to 
generate a token that’s subsequently sent to the cloud 
for authentication. This approach anchors security to 
the SE by using it to store and protect the long-term 
key involved in the generation of the transaction-related 
token, while simultaneously moving the complexity 
of transaction-related processing to the phone and the 
cloud. In this way, the SE application is smaller and thus 
easier and cheaper to develop and maintain. 

Apple Pay is centered on an SE and leverages tokeni-
zation—in particular, EMV tokenization, which inter-
operates with existing EMV payment infrastructures 
(www.emvco.com/specifications.aspx?id=263). This 
tokenization approach provides a framework in which 
tokens have a uniform interoperable format following 
the same rules as card numbers, also called primary 
account numbers (PANs). Tokens can therefore be 
used directly during payment without needing to be de-
tokenized in advance. This reverse mapping from tokens 
to PANs takes place transparently to multiple entities in 
the payment infrastructure during payment. Tokeniza-
tion can thus limit the value of sensitive information 
stored on mobile phones by restricting factors such as the 
token’s usage count (single transaction), validity period 
(a few minutes after issuance), and the merchant where 
it can be used. A more comprehensive description and 
review of EMV tokenization appears elsewhere.12

We could obtain a large set of mobile payment 
schemes by combining approaches for storing payment 
keys and running the payment application with user 
and device authentication mechanisms, cloud analytics, 
and tokenization, but that is beyond this article’s scope. 
A review of related literature can be found in the sidebar.

Overall Comparison
SEs provide the best protection for payment keys 
because they’re fully isolated and tamper resistant. Fur-
thermore, they provide an environment in which the 
payment application can be executed without interfer-
ence from potentially malicious software running on the 
phone. In addition, the usage of payment keys in the SE 
can be triggered only by commands received from a con-
tactless terminal via the NFC controller—there’s an iso-
lated hardware path between the controller and the SE.

HCE is inherently less secure than SEs or TEEs 
because key protection is software based and depends 
on the security of large and complex phone OSs. Fur-
thermore, there’s no special environment in which the 
payment application can be executed in isolation from 
potentially hostile code also running on the phone. 
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Because of this, HCE was initially perceived to be suitable 
only for nonpayment or low-value closed-loop payment 
applications. However, the EMV Payment Tokenization 
Specification could be seen as an implicit endorsement 
of HCE by the world’s largest credit card companies as it 
reduces the value and lifetime of payment tokens to the 
point where the phone’s security becomes acceptable.

HCE can be used in conjunction with cloud services 
in the so-called SE in the cloud approach, which increases 
the level of key protection and provides a safer execution 
environment to operate on those keys. Even though this 
approach doesn’t require an SE or a TEE, the phone 

needs to be online, which might not always be feasible. 
Furthermore, in this approach, it becomes crucial to 
ensure that only legitimate users and phones can access 
remotely stored keys, replacing the problem of protect-
ing the keys on the phone for authenticating the user and 
the phone in the cloud. Interestingly, effectively solving 
the latter problem might eventually require a TEE or SE, 
either to protect a key used to authenticate the phone to 
the cloud or to authenticate the user to the phone.

TEEs provide a slightly lower level of protection 
than SEs—they’re still hardware based but with a larger 
trusted computing base and with neither full hardware 

Related Literature

T here are three main sources of near-field communication 
(NFC)-related standardization: the NFC Forum (http://nfc-

forum.org), the European Telecommunications Standards Institute 
(www.etsi.org), and the GSM Association (www.gsma.com). 

Josef Langer and Michael Roland present a very good overview 
of the hardware architecture of NFC phones and the standards 
that come into play.1

According to Roland, the main advantage of using HCE is the 
ease of developing solutions by using existing infrastructures that 
exploit the lack of an “SE barrier.”2 He cites four main disadvan-
tages of HCE compared to SEs: lower security due to the reliance 
on phone storage security, easing the use of consumer devices to 
perform attacks, lack of support for other contactless protocols, 
and restrictions on the set of application identifiers that can be 
picked for HCE apps. On the one hand, reliance on phone storage 
security is indeed disadvantageous, but on the other, easing the 
use of consumer devices as attack platforms isn’t a real disadvan-
tage given that motivated attackers would still find a way to abuse 
devices and subvert their functionality. Furthermore, lack of sup-
port for other contactless protocols isn’t necessarily a disadvantage 
because they’re seldom used for payments. Finally, the application 
identifier restrictions imposed by the NFC controller could actually 
be beneficial because they make it harder for malicious applica-
tions to impersonate legitimate payment applications.

Thom Janssen and Mark Zandstra present an assessment of 
HCE security implications, also arguing that using HCE is less 
secure than using an SE.3 The authors propose mitigation strategies 
such as moving sensitive information from the device to the cloud, 
pointing out that this could impose performance penalties due 
to network latency and identifying the problem of authenticating 
the device to the cloud. To solve this, their study suggests focusing 
on authenticating the user or using an SE or a TEE to authenticate 
the phone. Similarly, they suggest imposing transaction limita-
tions such as allowing only online, low-value, and country-specific 
transactions, as well as the use tokenization. The authors conclude 
that HCE lowers the development and deployment barriers for 

NFC card emulation and could accelerate the introduction of NFC 
services, but because of security limitations, its usage should be 
restricted to closed-loop, low-value payments.

SIMalliance has deemed HCE as “an immature technology to 
be best utilized in use cases where stringent security requirements, 
optimal transaction speeds and always-available functionality are not 
mandatory.”4 Like Roland, it identifies the lack of support for other 
contactless protocols as shortcomings and also advocates limiting 
usage of HCE to low-value transactions. In fact, it deems HCE suitable 
only to replace existing QR code schemes. In my opinion, such a posi-
tion is too extreme: involving an application running on the phone 
during the payment process doesn’t dramatically increase transac-
tion speeds.5 Moreover, HCE has been around for a couple of years 
and is supported by several mobile OSs. By leveraging tokenization, 
open-loop payments could be handled using HCE. If this weren’t the 
case, provisions for not relying on an SE wouldn’t have been made by 
EMVCo in its tokenization specification.
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isolation nor tamper resistance. It remains to be seen 
how effectively an isolated path between the NFC con-
troller and the TEE can be established: insufficient iso-
lation can enable an attacker to trigger payment-related 
operations with bogus or tampered input. If the TEE 
provides a trusted path to the user, security is greatly 
improved because the risk of malicious code captur-
ing or altering sensitive data would be effectively miti-
gated. Indeed, harvesting information such as the user’s 
PIN or modifying payment details provided by the user 
becomes infeasible, even when the phone OS has been 
compromised. The level of security afforded by the TEE 
would surpass that of the SE if such a trusted path were 
readily available, but unfortunately, it’s rarely encoun-
tered in practice. In general, practical payment schemes 
centered on TEEs are further from being realized than 
those around SEs and HCE because of their current 
specification, deployment, and interoperability state.

I t’s very difficult to predict the future of mobile pay-
ments at the POS. On one hand, merchants around 

the world continue to invest in contactless terminals 
compatible with NFC, so we can expect this technology 
to be part of that future. It’s unlikely for such an invest-
ment to just be replaced with another yet-to-be-proven 
proximity payment technology. Furthermore, NFC 
has been available for several years, and the number of 
phones supporting it increases yearly. But on the other 
hand, after all this time, there’s still no widely available 
payment mechanism that uses NFC. 

The rollouts of Apple Pay, Android Pay, and Sam-
sung Pay constitute remarkable milestones in the evo-
lution of mobile payments at the POS. Unfortunately, 
these solutions are centered on a single entity and based 
on exclusion—Apple Pay can’t be used on Android 
devices (and vice versa), and Samsung Pay can be used 
only with Samsung devices. It’s obviously desirable to 
have a payment scheme that supports devices from mul-
tiple manufacturers irrespective of their OS, but unfor-
tunately, this doesn’t seem to fit the current business 
models of phone (and phone OS) manufacturers. 
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